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EXHIBIT K 

DISASTER CONTINGENCY PLAN 
 

RiverStreet Networks maintains a Disaster Response and Recovery Plan as well as a Business 

Continuity Plan.  RiverStreet’s Chief Technology Officer aligns resources across all department 

heads to activate these plans.  Severe weather events, natural disasters, and occurrences of force 

majeure are some of the situations whereby these plans are activated.  

 

RiverStreet’s physical infrastructure building and site access is secured with dual-factor 

authentication.  IP camera surveillance is implemented at each property where infrastructure 

facilities and employees are present.  Critical IT infrastructure, including servers, network 

elements, and monitoring systems are protected in areas with dual-factor authentication.  Default 

usernames and passwords are disabled or removed and United States DoD password guidelines 

are followed.   

 

IT systems are kept up-to-date on patches and software updates.  Penetration tests are performed 

by internal and subcontracted IT resources.  Corrections and improvements are made upon test 

results. 

 

Any IT policies breached result in disciplinary action up to termination of employment. 

 


